UNSW

A USTRALIA

POLICY DATA GOVERNANCE POLICY

Area covered This policy is University-wide

Version | 1.0 | APProval |\, \1oreh 2016 | EffECtIVE 1) o choo1e | NExtreview March 2019
date date date

[ N

Policy Statement

Data policies are a collection of principles that describes the rule chol the
integrity, security, quality, and usage of data during its lifec

ity#taff with internal
»disposal, and

Purpose The policy also defines the roles and responsibilities o
and external parties in relation to data access, retriey
backup of University data assets.

Scope This policy applies to all UNSW staff \
o

Policy Provisions

1. Background Information V

d the appropriate governance for
ns. Lack of governance can lead to
unwanted risks.

Institutional data is a strategic asset of UNSW Austgii
management and use of data is critical to the Unj
operational inefficiencies and could expose the

across People, Process, Technology and @ ance to improve the management of data assets from a
strategic and operational perspective. It a SW to better leverage their data quality activities,
business processes and capabilitie Kiork was approved and endorsed by the committee for

implementation. Data governanc s fire a sub component of DGF. The policies are guided by
principles that should be adhere the improvement in managing and securing the data across
the University. <

2. Policy Purpose
The purpose of the G nance Policy is to:
. i role d responsibilities for different data usage and establish clear lines of

best practices for effective data management and protection

e University's data against internal and external threats (e.g. breach of privacy and
nfidentiality)

sure that the University complies with applicable laws, regulations, exchange and standards

e Ensure that a data trail is effectively documented within the processes associated with accessing,
retrieving, exchanging, reporting, managing and storing of data

3. Policy Scope

This policy applies to all institutional data used in the administration of the University and all of its
Organisational Units. This policy covers, but is not limited to, institutional data in any form, including print,
electronic, audio visual, backup and archived data.

4. Policy Framework and Principles
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The following framework outlines the principles and minimum standards that guide the University’'s data

governance procedures and must be adhered by all UNSW staff:

Classification & Security

Terms and Definitions

Figure 1.0: Data Policy Framework
A. Governance and Ownership

e UNSW, rather than any individual or Organisational Unit, j of their data.

e Data Governance Steering Committee is responsible ovdyall management of the

University’s Data Governance

e A Data Executive supported by a Data O
assigned within their portfolio

e Data Owners are Custodians, who are resp adfor ensuring effective local protocols are in
place to guide the appropriate use i qFeset. Access to, and use of, institutional data will
generally be administered by the g priate Data Owner

e Data Owner must ensure the prod
Management Life Cycle (ref]

e Every data source must Dala Steward, who is responsible for the quality and integrity,
implementation @d forgem f data management within their Division
Ro

High Level Definition

+ Provides leadership in resolving conflict
+ Provides direction and priorities in specific Data Area
+ Lead the principles, policies and standards across the Data Area

ountable

+ |s the Data Custodian who owns the Data Area in full — accountable for checking
the Data Quality
* Provide managerial support to the data governance program and develop project

artefacts

Tactical

* Provide operational help around planning and issues resolution

* Represent functional areas across the University
« Identify and fix data issues within their respective systems
Operational Data Stewards « Provide defined processes for conformance of data to acceptable levels

« |IT /source System/Application SME's & Data Creators

DR R ET T EED - Database Admin, System Admin, Application sp list, D

SUPPONt- - - - == e e e e e Business Analysts
Tech Support

Responsible

Figure 2.0 — Data Governance Roles and Responsibilities — Management and Operations

Data Governance Policy
Version: 1.0 Effective 1 March 2016 to 31 December 2016

Page 2 of 9



Accountable

Responsible

e The Data Steward will classify and approve the access based upon the appropriateness of the
User’s role and the intended use. Where necessary, approval from the Data Executive/Data Owner
may be required prior to authorisation of access

e Data Creators or Business Subject Matter Experts (SME’s) under Management and Operations
category (refer fig 2.0) are Business or Information Technology specialists who will be responsible
for providing ongoing support to UNSW Operational systems or data

Role High Level Definition

+ Provides leadership in resolving conflict
» Provides direction and pricrities in specific Data Area
+ Lead the principles, policies and standards across the Data Area

+ Is the Data Custodian who owns the Data Area in full — accountable fol

the Data Quality
+ Provide managerial support to the data governance progra el project

artefacts

Tactical

» Provide operational help around planning and is:

+ Represent functional areas across the
« Identify and fix data issues within thg

Operational Data Stewards

Data Creators
Creators

e Data Creators under Ownership angiiesponsiblility category (refer fig 3.0) are People who are
responsible for the Creation and ( Rip of research data and primary materials. Original
research data and primary materi Erated in the conduct of research at the University is
owned and retained by the bject to any contractual, statutory, ethical, or funding body
requirements. Researchggs itted to retain a copy of the research data and primary

quality and i

e Data regbrds be kept up-to-date throughout every stage of the business workflow (University
oper@itoRg) an@in an auditable and traceable manner. Data should only be collected for legitimate
use dt d value to the University. Extraction, manipulation and reporting of data must be

to perform University business

erérappropriate, before any data (other than publically available data) is used or shared outside
e University, verification with the Data Steward is required to ensure the quality, integrity and
curity of data will not be compromised

e Data shall be retained and disposed of in an appropriate manner in accordance with the
University’'s Records Keeping and associated procedures under NSW State Records Act 1988

C. Classification and Security:

e Personnel should refer to the Data Classification Standard and the Data Handling Guideline for
further information.

e Appropriate data security measures (see Data Classification Standard document) must be adhered
to at all times to assure the safety, quality and integrity of University data
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e Personal use of institutional data, including derived data, in any format and at any location, is
prohibited

e Records stored in an electronic format must be protected by appropriate electronic safeguards
and/or physical access controls that restrict access only to authorised user(s) Similarly, data in the
University Data repository (Databases etc.) must also be stored in a manner that will restrict access
only to authorised user(s)

e The policy applies to records in all formats (paper, digital or audio-visual) whether registered files,
working papers, electronic documents, emails, online transactions, data held in databases or on
tape or disks, maps, plans, photographs, sound and video recordings, or microforms

D. Terms and Definitions

e The definition and terms used to describe different types of data should be defined consi tly or
referred to relevant Business Glossary of the University

5. POLICY REVIEW

This Policy will be reviewed and updated every five (5) years from the approval date, raguently if
appropriate. In this regard, any staff members who wish to make any comments abou Pdlicy may
forward their suggestions to the Responsible Officer.

6. FURTHER ASSISTANCE

Any staff member who requires assistance in understanding this Policy s t consult their nominated
supervisor who is responsible for the implementation and operation of¢ghese@arigements in their work
area. Should further assistance be needed, the staff member sho ct Responsible Officer for
clarification

N
\
™

Data Governance Policy Page 4 of 9
Version: 1.0 Effective 1 March 2016 to 31 December 2016



APPENDIX 1 - DATA MANAGEMENT LIFE CYCLE

Data Management Life Cycle refers to the process for planning, creating, managing, storing, implementing,
protecting, improving and disposing of all institutional data of UNSW.

.,o Clean and Create

+ Data Cleansing Process
¢ Data cleansing for improvement
* Data change management

Automate and Distribute

H Define and Classify

+ Data Classifications ¢ Extract, Transform &
* Define define and Load

. a3,
¢ Format and rules classify ¢ Data Storage
¢ Distribution via Bl tools

¢ Disposal

* Monitoring

* Consumption

* Data Security

* Disaster Recovery

* Backup and Retrieval

* Data Archival and
Disposal

.0 — Data Management Lifecycle
L 2
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Revision History

Version Approved by

Approval date

Effective date

Sections modified

1.0 President & Vice-Chancellor

11 March 2016

1 March 2016

New Policy

Supporting Information

Supporting Documents

Data Classification Standard

Data Handling Guideline

Related Documents

Nil

Superseded Documents

This is a new Policy

File Number

2016/09756

UNSW Statute and / or Regulation

Any variation to Policy or Procedure must
remain consistent with the parent statute or
regulation

Nil UNSW Delegations of Authori

https://www.gs.unsw.edu.au/

jster

elegations/index.html

Relevant State / Federal Legislation

Nil N

Accountabilities

Responsible Officer

Director,

inessReporting & Intelligence, & Data Governance

Contact Officer

De Directo
ernagce

Business Reporting & Intelligence, & Data

Further Information

Key words for search engine

Ha Governance, Data

Definitions and Acronyms

To establish operational definitions and facilitate ease of reference, the following terms are defined:

TERM

SYNONYMS

DEFINITION

Access

the right to read, copy, or query
data

Data

Institutional Data

a general term used to refer to
University's Data, both structured
and unstructured stored in a Data
repository, such as Database,
which can generally be assigned
to one of four categories:

e Public access data — data
that is openly available to all
staff, students, and the
general public.

e Internal general data —
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https://www.gs.unsw.edu.au/registerofdelegations/index.html

data used for University

administration activities and
not for external distribution
unless otherwise authorised.

e Internal protected data —
data that is only available to
staff with the required access
in order to perform their
assigned duties.

e Internal restric data —
data that is g itive or
confidenti
restricted general

before access or
ccess is granted.

ata records stored in any

Record Institutional Record ital format

outlines the access rights, roles
and responsibilities of UNSW
Data Governance roles and staff in relation to the
responsibilities management and protection of
data

Is a University wide committee,
with members consisting of Data
Executives, Data Stewards and
designated Data Users. DGSC is
) ) responsible for approving the
Data Governance Steering Committee procedures related to the Data
Governance Policy. DGSC also
assures appropriate data
processes are used in all of the
University’s data-driven decisions

Is a Senior Executive with
planning and decision-making
authority for UNSW'’s institutional
data. The Data Executives, as a
Data Executive group, are responsible for
overseeing the continuous
improvement of the University’'s
data governance and
management

Is a Member of the Executive who
oversees the capture,
maintenance and dissemination
of data for a particular
Organisational Unit. Data

Data Steward Stewards are responsible for
assuring the requirements of the
Data Governance Policy and the
Data Governance Procedures are
followed within their
Organisational Unit
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Has operational responsibilities in
assisting Data Stewards with day-
to-day data administration
activities; including, but is not
limited to: develop, maintain,

) distribute, and secure institutional
Data Owner or Custodian data. Data Owners are expected
to have high-level knowledge and
expertise in the content of data
within their responsible area. This
role is also the organizational
Data Custodian.

Any member of the @iyersity

community that c to
Data User university datagfnd TS IS

entrusted with t rotéction of

that data,

Is a a er or authorised

accesses, inputs,
etes, extracts, and
data in UNSW IT

m to carry out their day-to-
y duties. Data Users are not

: enerally involved in the
Business SME governance process, but are
responsible for the quality
assurance of data. Appropriate
security and approval is required
from Data Stewards to maintain
the quality and integrity of the
Data.

Data Creators who will be
responsible for the Ownership of
research data and primary
materials. Original research data
and primary materials generated
in the conduct of research at the
University will be owned and
retained by the University, subject
Data Creator to any contractual, statutory,
ethical, or funding body
requirements. Researchers are
permitted to retain a copy of the
research data and primary
materials for future use, subject to
any contractual, statutory, ethical
or funding body requirements.

Refers to the process for
planning, creating, managing,
Data Management Life Cycle storing, implementing, protecting,
improving and disposing of all
institutional data of the University

Refers to the accuracy and

Integrity or data integrity consistency of data over its entire
life- cycle
. Qualit Refers to the validity, relevancy
Data Quality y and currency of data
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Security

refers to the safety of University
data in relation to the following
criteria:

e Access control;
e Authentication;

e Effective incident detection,
reporting and solution;

e Physical and vi security;
and

e Change magage t and
versio

Executive Team

ET

Business/Division Area

a r strategic forum
the ET is chaired by
-Chancellor with members
istihg of the Senior Deputy
ice~Chancellor, Deputy Vice-
ancellor Education; Chief of
Staff / Deputy Vice-Chancellor;
Deputy Vice- Chancellor
Research; Deans.

Data Area

SMS

University Divisions, such as
Finance, HR, Library, Students,
etc.

Information Security Management
System

In response to UNSW Data
Classification and Handling
requirements, the ISMS provides
Information Security governance
and sets out people, process and
technology related controls to
assure the confidentiality, integrity
and availability of UNSW data.
Moreover, the deployment and
measurement of ISMS controls
provides input into the risk
management process enabling
informed business decisions.

Data Governance Policy

Version: 1.0 Effective 1 March 2016 to 31 December 2016

Page 9 of 9




	POLICY
	1. Background Information
	Institutional data is a strategic asset of UNSW Australia (UNSW) and the appropriate governance for management and use of data is critical to the University’s operations. Lack of governance can lead to operational inefficiencies and could expose the U...
	The Data Governance Framework (DGF) was introduced in the Data Governance Steering Committee meeting earlier 2015 to improve the oversight, guidance and quality of data.  The framework focussed across People, Process, Technology and Governance to impr...
	2. Policy Purpose
	The purpose of the Data Governance Policy is to:
	 Define the roles and responsibilities for different data usage and establish clear lines of accountability
	 Develop best practices for effective data management and protection
	 Protect the University’s data against internal and external threats (e.g. breach of privacy and confidentiality)
	 Ensure that the University complies with applicable laws, regulations, exchange and standards
	 Ensure that a data trail is effectively documented within the processes associated with accessing, retrieving, exchanging, reporting, managing and storing of data
	3. Policy Scope
	This policy applies to all institutional data used in the administration of the University and all of its Organisational Units. This policy covers, but is not limited to, institutional data in any form, including print, electronic, audio visual, backu...
	4. Policy Framework and Principles
	The following framework outlines the principles and minimum standards that guide the University’s data governance procedures and must be adhered by all UNSW staff:
	Figure 1.0: Data Policy Framework
	A. Governance and Ownership
	 UNSW, rather than any individual or Organisational Unit, is the owner of their data.
	 Data Governance Steering Committee is responsible for the overall management of the University’s Data Governance
	 A Data Executive supported by a Data Owner has the responsibility for the management of data assigned within their portfolio
	 Data Owners are Custodians, who are responsible for ensuring effective local protocols are in place to guide the appropriate use of their data asset. Access to, and use of, institutional data will generally be administered by the appropriate Data Owner
	 Data Owner must ensure the process for the administration of data is in accordance with the Data Management Life Cycle (refer Appendix 1)
	 Every data source must have a Data Steward, who is responsible for the quality and integrity, implementation and enforcement of data management within their Division
	Figure 2.0 – Data Governance Roles and Responsibilities – Management and Operations
	Accountabilities
	Further Information
	Definitions and Acronyms

