TDSH Project — Trusted Privacy-Preserving Data Sharing

lan Oppermann (UTS), Lyria Bennett Moses (UNSW)

This project seeks to provide frameworks which help answer important questions about data and products derived
dat

1. How can | determine if data is fit for the purposes | plan to use it for?

How can | provide guidance / restrictions / prohibitions for future uses of the products I create from this data?
How can | enforce restrictions / prohibitions for future uses of the products | create from data?

How can | determine if a data product has been manipulated in ways that | did not expect?

Previous work - ACS Data Sharing Frameworks and ISO/IEC Standards

Several data whitepapers on data sharing were released through the Australian Computer Society, the last in February 2023.
In April 2024, two international standards were published by ISO and IEC which built on the work undertaken with the ACS:
- ISO/IEC 5207:2024 Terminology and use cases)
- ISO/IEC 5212:204 (Guidance for data use)
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Previous work - UTS developed an example of the ACS framework for data sharing in emergency response

SMODS System Design — Trusted Privacy-Preserving Data Sharing

Four data products could be created: rm
% = No Control Environment: Data insights —
§ without personal information and with rough [t
location Information made publicly available.
]
i3 Low Control: Video screenshots without
personal information and with rough location
£ " information. Used for internal training
g iz
E’ 5§ * Moderate Control Environment: Raw
3 video/photos without personal information
":" and with rough location information.
z:, }.g Accessed by policy makers.
€
S High Gontrol Environment: Raw video/photos
$ with personal information and accurate
S Iocation information. Streamed by responders

under conditions of confidentiality.

This Project - Exploring Metadata based controls and developing new ISO/IEC Standards

metadata {
Descriptive {
Identifier: "12345"
: "2024-12-09 00:00:00"

Creation dar
Custodian: "ServiceNsW, NSW Government”
Content descriptors:<fresform text>
Geographic descriptors:<freeform text>
Status: "Active

Format: “CSV"

The Approach — Layered Metadata Somero ¢

Storage: <address>
Control requirement: “High Control”
Usage restrictions {

Mininun read access: “High Control”
. . A - Wintnum h Control”
Descriptive metadata is that which contains information about the Data Product. Winimun mostty sceass: ~high Control”
Screenshot: false
Print: false
“ General restrictions: <freeform text>
}
Usage recommendations: <freeform text>
Control and Access metadata refers to all technical and organizational instruments Governance Blocks "\ Usage guidance: <freoform toxt>

whose purpose is to ensure that cbligations on data "usage” are identified. These
include “obligations™ , “conditions” : and “pre-post-controls” on data usage

Provenance {
Parent identifier: NA
Laws and Regulations Usage history {
Access dato: *2025-02-15 08:07:10”
Access type: “copy and save as new”

Provenance metadata: a "record of the ultimate derivation and passage of a piece Roles and Responsibllities

of data through its various owners and custodians.” This can include information .
about creation, update, transcription, abstraction, validation, and transferring Reference Architecture Security and privacy {
control of data. Quality: “Low”

* Policy based Control Framework PI type: “Identified”
Sensitivities: “school address”

¥
Last modified date: NA

)
Securily and Privacy: this is metadata of security requirements for trusted * Metadata based Control Framework Proof of compliance { 3
processing of shared data include authentication, access, authorization, Zt:r“:z‘”z‘f:i::‘_’*;ru:”““"“““
iality, non-repudiation, identity management, integrity, audit, Content watermark: "zzzyy8762876"

security monitoring, incident response, and security management. Technical Blocks Waternark valid: true

Mininun controls maintained: true

~

/%>~ Proof of Compliance: this is metadata which seeks to confirm if the restrictions and
‘OG controls on the use of data have been adhered to during the lifecycle of the data to
; the point where it is about to be used.
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