SYDNEY

UNSW Recordkeeping Assessment

Part 2 (Records Compliance Assessment)

Overview

Part 2 of this assessment will evaluate the ability of the solution to meet the University’s
records management compliance obligations.

About

As a NSW public office, the University is required to comply with the conditions of the State
Records Act NSW, 1998. These requirements are detailed in the Act, the NSW Standard on
records management and supported by AS ISO 15489.1, Information and documentation —
Records management.

This assessment maps these requirements to a series of questions that may be included as
requirements in a procurement activity, system design or system upgrade/change.

Please be descriptive in responses and, wherever possible, include attachments or links to
documents to provide supporting evidence for answers given.

Where the system cannot satisfy the requirements, remedial action may be necessary or, at
a minimum, any gaps must be assessed for risk and documented appropriately.

The assessment is in two Parts; this is Part 2.
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Capture

Records, information and data are identifiable, retrievable and accessible for as long as they are required

Asses

2.1

sment

Please provide details on the system:

What is the purpose of the system?

What is the official vendor application name?

What is the UNSW application name (if different)?

Who is the UNSW Business owner (please include position and unit.)

What is the deployment model?

What is the current anticipated ‘go-live’ date for the system?

¥
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Capture
Records, information and data are identifiable, retrievable and accessible for as long as they are required

2.2  Will the system capture unique, retrievable records with metadata?
This means unique information (i.e., records) that are not duplicates held elsewhere, are able
to be easily located when required, and are supported by metadata.
If the answer is no, please refer to sheet 2 FAQ for additional guidance on identifying records.
If the answer is still no, please advise the Manager, Records & Archives, no further responses
are required for this assessment.

2.3 Will the system capture and show the following metadata?
These are the minimum requirements for metadata for authoritative records are (tick all that
apply):

unique record identifier

name / title of the record identifier
date / time of capture

who created the record

format of the record

change history / audit trail of actions

OO00O00000d

security and access information

If the system cannot capture and show any of these fields, can customised metadata fields
be created to meet this requirement?

24 Where will system data be stored?

Please include all locations.
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Organise
Records, information and data are protected from unauthorised or unlawful access, destruction, loss, deletion

or alteration.

2.5

2.6

2.7

2.8

Is the system able to aggregate records in a manner that retains context (i.e.,
associates any related content) and enables destruction of all relevant parts of a

file as a single action?
For example, a case file with multiple attachments, or all records relating to a particular
matter.

If records (and/or data) are altered, is the system able to maintain an audit trail of
how it was changed, when it was changed and who changed it?
This may be attached to the record itself (in metadata) or as part of a system-wide audit log.

Does the system prevent the deletion of records (and metadata), except when part

of an authorised destruction activity?
Are any users able to delete records at any time and if so, who and in what circumstances?

Is the system able to set and manage access and security permissions? (i.e., role-

based access control)
Please describe the security controls and access groups applied to system data.
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Dispose
Records, information and data are kept for as long as they are needed for business, legal and accountability @E )
requirements, then disposed. UNSW

SYDNEY

29 Is the system able to export all records and metadata without loss of content or
context in an accessible format?
This question seeks to determine if the University is able to receive all data held within the
system in a format that enables its continued use through import to another system

2.10 Is the system able to support controlled destruction of records authorised for
disposal?
This requires records are mapped to a minimum retention and disposal authority, have
received approval to be destroyed (by both the business owner of the records and the
Records & Archives unit), and a report can be produced documenting:

Titles/dates of individual records

Disposal authority reference applied to each record
Date of the destruction

Who/what undertook the destruction.

Note: This requirement may be addressed manually, mapping disposal classes to records
and supported by a documented business process and rules.
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FAQ

2.2

2.3

2.4

2.5

2.6

SYDNEY

Will the system capture unique, retrievable records with metadata?

All NSW public offices are required, under Part 2 of the State Records Act NSW, to make and
keep full and accurate records of their activities. These records must be routinely captured in
a manner that makes them uniquely identifiable, findable and understandable.

Will the system capture and show the following metadata?
To be considered authoritative, records and information must include specific metadata
(data about the data) that describes:

Content: What the records contain.

Structure: The format and layout of the records.

Business Context: The circumstances under which the records were created, received, and
used.

Relationships: How the records relate to other records and information.

Actions and events: The business activities connected to the records.

Retrieval information: Data needed to find and present the records.

This metadata, mapped from the AS/NZS 5478:2015 Recordkeeping Metadata Property
Reference Set (RMPRS), must be updated whenever changes occur to keep the records
accurate over time.

Where will system data be stored?

If any records or information is to be stored outside of NSW, the University has an obligation
to ensure it always maintains control of these records and to conduct an appropriate risk
assessment in accordance with the requirements of NSW GA50.

Is the system able to aggregate records in a manner that retains context (i.e., associates
any related content) and enables destruction of all relevant parts of a file as a single
action?

Adequate metadata is necessary to maintain the evidentiary value of records, including their
context and relationship to other records. This requirement extends to the capability to
perform bulk actions (such as disposal activities) across multiple records based on identified
criteria.

If records (and/or data) are altered, is the system able to maintain an audit trail of how it
was changed, when it was changed and who changed it?

This information may be attached to the record as metadata and/or it may be contained in
an audit log. It provides essential information to support the integrity of records as detailed
in 1SO15489.1, 5.2.2.3.
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SYDNEY

FAQ

2.7 Does the system prevent the deletion of records (and metadata), except when part of an
authorised destruction activity?
Section 21 of the State Records Act NSW imposes a penalty for the illegal disposal of State
records. Question 2.9 addresses the conditions for the authorised destruction of records, this

question (2.6) is to clarify if any system accounts are able to destroy data outside of these
controls.

2.8 Is the system able to set and manage access and security permissions? (i.e., role-based
access control)
1SO15489.1, 9.5 requires that the application of access rules be recorded as part of process
metadata for records at the appropriate level, ranging from the individual record to all levels
of aggregation.

2.9 Is the system able to export all records and metadata without loss of content or context in
an accessible format?
Any migration of records must be appropriately performed and checked before the records
created during the migration can be regarded as authentic copies of the original source
records and before the source records can then be destroyed to meet the conditions of NSW
State Records, GA50 and ensure University records always maintain their authenticity.

2.10 Is the system able to support controlled destruction of records authorised for disposal?

Authorised disposal means:

e Records have been linked to an appropriate NSW Retention and Disposal authority.

e Records have passed their mandatory minimum retention period.

e Internal authorisation for their destruction has been provided, including confirmation the
records are not needed for legal proceedings or information access applications or other
inquiries.

e Documentation is retained of which records have been destroyed, when, how and under
what authority.

Controlled destruction of records may be carried out using a documented, manual business
process that addresses the above requirements.

Next Steps

Please submit the completed assessment to the UNSW Records & Archives team
(records@unsw.edu.au)

Your responses will be assessed to confirm the recordkeeping compliance requirements for the
project and document any identified gaps in functionality.

The Records & Archives team will be in touch to assist in determining next steps to ensure any
gaps are addressed where necessary and the system may be approved as suitable for the
capture and management of University records.
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