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The findings are set out below against the areas reviewed as part of the Internal Audit and detailed in the report:

✓ The process to destroy and dispose of Biological Waste is 

defined in UNSW’s Laboratory Hazardous Waste Disposal 

Guidelines.

✓ Clear ownership for the management of the disposal services 

has been assigned to Estate Management.

✓ RECS and WH&S have a good working relationship in the 

management of biological agents and biohazards and have 

identified improvement opportunities to strengthen the control 

environment.

! The University is currently unable to confirm the extent of 

non-GMO biological agents on-site (Finding 2.1)

! Controls for the acquisition of non-GMO biological agents 

including review and approval processes are not consistently 

in line with UNSW policies and procedures (Finding 2.2)

! The current Biosafety Procedure does not define 

responsibilities for all processes and is not in line with 

legislation, regulations and standards (Finding 2.4)

Training and 

use of 

biological 

agents

Research 

Approval Procurement

Disposal

Biological 

Agents 
Receipt &  

Storage

Context Strategic Area

Biological agents are used in research programs at UNSW. UNSW are required to comply with legislative and regulatory requirements which set out regulations 

and practices relating to the procurement, importation, storage, handling, transport and disposal of biological agents. The purpose of this engagement was to 

ascertain the adequacy of processes and controls in place to achieve compliance with biosecurity legislation and containment requirements relating to non-

Genetically Modified Organisms (non-GMO). The review focused on the School of Biological, Earth and Environmental Science (BEES), the School of 

Biotechnology and Biosciences (BABS), the School of Medical Sciences (SOMS), the School of Chemical Engineering, the Graduate School Biomedical 

Engineering (GSBME) and The Kirby Institute as case studies to understand the processes and controls within Faculties/Schools to manage biological agents 

and biohazards. 

Research / 

Operating 

Environment

Review Summary

Fundamental 

Improvements 

are Required

UNSW has placed significant focus on establishing key controls for managing highly regulated research areas. This has resulted in a greater focus on research 

involving gene technology, and less focus on establishing robust process for the management of non-genetically modified (GMO) biological agents.

Internal Audit identified that the University is unclear on the extent of non-GMO biological agents being used and stored on-site within PC1 and PC2 facilities 

(excluding facilities within The Kirby Institute). This is impacting the ability of UNSW to understand the true risk exposure of such materials to the University and 

broader community and to ensure appropriate risk-based controls are in place. Whilst it is acknowledged that the importing of biological agents is regulated by the 

Department of Agriculture, Water and Environment (DAWE), robust controls are required to ensure non-GMO biological agents are appropriately managed once on-

campus, in accordance with the import permit requirements (e.g. use of quarantine facilities) or the microorganism risk group rating requirements (per Biosafety 

regulations). 

Internal Audit also identified that review and approval processes are not occurring in-line with University policy and procedures. The University also does not have a 

clear procedure which considers both biosecurity and biosafety and training requirements are inconsistent across the sample schools, with content not always 

adequately covering the establishment of better practice laboratory techniques.

The issues noted above may impact the University’s ability to attest to compliance with key legislation and to demonstrate that a clear process exists with appropriate 

due diligence to manage potential non-compliance and work health safety risks to both the University and the broader community.

✓ A sample storage database is currently used by one case study 

school and is in development within another case study school.

✓ A centralised import application process has been implemented 

within one of the case study schools  

✓ Competency based training is currently being piloted within one of 

the case study schools.

✓ Annual refresher training is required to be completed by all staff and 

students working in laboratories within one of the case study schools. 

✓ Within one of the case study schools a weekly stand up is conducted 

for all staff and students working in laboratories to discuss current 

works and projects.

! Storage and Registers of non-GMO biological agents are not 

consistently in line with UNSW policies and procedures (Finding 

2.3)

! Biosafety training and awareness is not standardised and is 

incomplete, increasing the risk of incidents and inappropriate use of 

equipment and materials (Finding 2.5)

Management will take steps to update current policy and procedure

requirements and develop a risk based plan to undertake a University

wide inventory exercise.

UNSW Internal Audit – One Page Summary
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Biological hazards are organic substances (including pathogenic micro-organisms,  

pests and diseases) that may pose a threat to the health and wellbeing of  humans and 

other living organisms. 

Biosecurity:

The managing, monitoring, 

control and response to a 

disease(s) or pest(s) that 

threaten the economy 

(associated with the entry, 

establishment or spread of 

the disease or pest) and 

environment (human, animal 

or plant health). 

Biosafety:

The application of knowledge, 

techniques and equipment to 

prevent personal, laboratory 

and environmental exposure to 

potentially infectious agents or 

biohazards. Biosafety defines 

the containment conditions 

under which infectious agents 

can be safely manipulated. 

The objective of containment is 

to confine biohazards and to 

reduce the potential exposure 

of infectious agents.

Biosecurity Legislation and Standards

In order to protect Australia’s environment from foreign pests and diseases, the 

Department of Agriculture, Water and Environment (DAWE) regulates the importation of 

some products subject to biosecurity import conditions through the Biosecurity Import 

Conditions system (BICON). BICON houses the Australian Government's Biosecurity 

import conditions database for more than 20,000 plants, animals, minerals and 

biological products and specifies what import conditions exist and whether an import 

permit is required. BICON is also the vehicle by which import permits, as approved by 

DAWE, are accessed to allow the importing of biological products. 

The Biosecurity Act 2015 is focused on managing diseases and pests that may cause

harm to human, animal or plant health or the environment.

AS/NZS Standard 2243.3:2010 Safety in the Laboratories (Series): Part 3:

Microbiological safety and containment is intended to assist in addressing the

obligations under occupational health and safety legislation to take care of both people

in the workplace. This Standard is intended to cover safety and containment aspects of

work with microorganisms, including genetically modified microorganisms. This

Standard is not intended to provide for compliance with a specific act or regulation,

however, it should be noted that this Standard is recognised in common law as defining

current knowledge in microbiological safety practice.

The Work Health and Safety Act 2011 protects workers and other persons against

harm to their health, safety and welfare through the elimination or minimisation of risks

arising from work.

Refer to Appendix A for a register of relevant Biosafety Legislation.

Management of biological agents at UNSW

The management of biological agents and biohazards within UNSW is a decentralised process

(refer to Appendix B).

At UNSW, work with genetically modified organisms (GMO) is governed by the UNSW Gene 

Technology Research Committee (GTRC). The focus of the GTRC is to ensure the reduction of 

possible harm to the health and safety of people and the environment through research activities 

that use GMO’s. 

The UNSW H323 Biosafety Procedure provides a structured approach to protect the

environment from accidental release and to prevent exposure of workers and students in these

areas to hazards presented by biological material. This procedure was written to help staff and

students meet various related legislative and regulatory requirements. The key components of

this process is outlined below:

Reliance is placed on individual Schools, Principle Researchers and/or Supervisors to ensure

research and teaching involving the use of biological agents is conducted in accordance with

Biosafety Legislation, Regulations, Australian Standards, Codes of Practice and University

policies and procedures. Applications for the import of biological products are submitted through

BICON and are the financial and legal responsibility of the importer.

Acquisition Review & 

Approval

• All research and teaching involving 

biological agents must have 

documented approval from a 

UNSW approved authority.

• Schools or researchers apply 

directly to DAWE for import 

permits. Where a School has an 

existing import permit, materials 

can be added onto the goods list 

(where appropriate). For material 

procured  locally, a researcher can 

purchase without additional 

approval.

• Import permits indicate whether 

materials need to be stored and 

handled under an Approved 

Arrangement (AA). UNSW has 

centralised the management of all 

Biosecurity sites with one annual 

licence fee to cover multiple AAs. 

Applications for new AAs and 

subsequent monitoring of DAWE 

inspections is managed by RECS.

Storage of Material

• All purchased and 

imported  biological 

materials should be 

receipted to ensure that 

the correct order has been 

received before being 

made available for use.

• AS/NZS 2243.3 identifies 

the work practices that are 

applicable for training, 

transport, containment 

and documentation.  

• Heads of School (HoS) 

are responsible for 

identifying training needs 

to ensure appropriate use, 

storage and management 

of biological materials and 

equipment.

• UNSW Estate 

Management manage a 

biological waste 

contractor to safely 

and appropriately 

remove biological 

waste. 

Disposal
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Background and Context



Background and Context

4

Physical containment is the term used to describe procedures and structures designed to

reduce or prevent the release of viable organisms into the outside environment. The physical

containment level used relates to the risk group classification of the microorganism, i.e.

Physical Containment Level 2 for risk group 2. There are four classifications of Physical

Containment Facilities and are identified by the ‘PC’ prefix followed by numbers 1 – 4.

Biosecurity containment refers to the level of quarantine containment (Approved

Arrangements) required (BC1 – BC4) and is stated on the import permit.

The internal audit was performed through a review of relevant documentation (including

enterprise and Faculty/School level policies and procedures) and walkthrough meetings with

key stakeholders including Faculty/School management and operational staff to understand

processes followed to manage biosafety. The following six schools were selected in

collaboration with key stakeholders as part of the scoping process and through self-

nomination, in order to validate the execution of UNSW’s process. Site visits were conducted

within the following laboratories to evidence signage, use of personal protection equipment

(PPE) , cold storage, sample management and waste disposal practices.

• School of Biological, Earth and Environmental Sciences (BEEs) – 1 AA and 1 PC2 lab

• School of Biotechnology and Biosciences (BaBS) – 2 AA and 1 PC2 lab

• School of Medical Sciences (SoMS) – 1 AA and 1 PC2 lab

• School of Chemical Engineering (School of Chem Eng) – 1 AA and 1 PC2 lab

• Graduate School of Biomedical Engineering (GSBME) – 1 PC2 lab 

• The Kirby Institute - Internal Audit conducted a walkthrough meeting with PC3 laboratory 

staff within The Kirby Institute, however, a physical inspection was unable to be performed 

due to access restrictions based on the nature and risk rating of the laboratory

Across the University there are 16 registered Approved Arrangement facilities and 177 PC1 

and PC2 laboratory and one PC3 laboratory registered within ARCHIBUS (Estate 

Management’s enterprise facilities management system). Refer to Appendix C for a full listing, 

including location. 

The University (including staff and students) has a duty of care to ensure due diligence in 

relation to WH&S responsibilities. This includes making sure UNSW has suitable safe systems 

of work in place for working with and monitoring biological agents. The absence of a robust 

end-to-end process could lead to hazards and associated risks not being identified or 

managed meaning UNSW could be at risk of:

• breach of legislative requirements, in particular the Biosecurity Act 2015 and WH&S Act

2011;

• inability to meet or demonstrate their obligations as a Person Conducting a Business or

Undertaking (PCBU);

• reputational damage;

• inability to meet or demonstrate their obligations in accordance with the Work Health

Safety Act 2011; and

• increased incidents as a result of inadequate safety and risk management controls.

Summary of Findings

The table below summarises the number of findings identified and their associated rating.

Please refer to the Detailed Findings section for further details.

The diagram on the following page provides further details on the issues identified across

the end-to-end process including a summary of the sample testing observations against

each stage within the end-to-end process.

Details relating to better practice considerations have been included in Appendix D, based

on research conducted across Australian universities.

Report Rating: 

Fundamental 

Improvements 

are Required

Control Issue Rating

Very High High Moderate Minor Low

Opportunity 

for

Improvement

# of findings 

reported
- - 3 2 - -

# of agreed actions - - 4 2 - -

Biosecurity and Biological Agents Internal Audit - Final
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Below is a summary of the outcomes of the review against the current UNSW high-level process in the management of biological agents. Results of testing at a sample of schools

highlights compliance against each stage of the biosafety process.

Biological Agents and Biohazards

Risk Assessment 
Approved 

Application to 
Import / Procure 

Biological Material

Approved 
Arrangement 

Conditions

Receipt of 
Biological Material

Use & Storage of 
Biological 

Materials and 
Equipment 

Disposal of 
Biological Material

Biological Agents 

Governance

Biological Agents 

Process per 

Biological Agents 

Policy 

✓ RECS and WH&S have a good working relationship in the management of biological agents and biohazards and have 

identified improvement opportunities to strengthen the control environment

! The current risk exposure is unknown for non-GMO biological agents and biohazards (Finding 2.1)

! The current Biosafety Procedure does not comprehensively articulate the end-to-end process and responsibilities, increasing 

the risk of non-compliance with legislation, regulations and standards (Finding 2.4)

  ✓   ✓

 ✓ ✓   ✓

  ✓   ✓

 ✓
N/A – AA not 

currently utilised
✓ ✓ ✓

 ✓ N/A – No AA facility ✓  ✓

 ✓
N/A – No AA facility

✓ ✓ ✓

Biological Agents 

Training and Awareness

✓ Competency based training is currently being piloted within one of the case study schools.

✓ Annual refresher training (theory based) is required to be completed by all staff and students within laboratories within one of the case study 

schools. 

! Biosafety training and awareness is not standardised and is incomplete, increasing the risk of incidents and inappropriate use of equipment and 

materials (Finding 2.5)

Acquisition Review & Approval Storage of Material Disposal

✓ The process to destroy 

and dispose of 

Biological Waste is 

defined in UNSW’s 

Laboratory Hazardous 

Waste Disposal 

Guidelines.

✓ A centralised import application process has been implemented 

within one of the case study schools.

✓ Within one of the case study schools a weekly stand up is 

conducted for all staff and students working in laboratories to 

discuss current works and projects.

! Controls for the acquisition of non-GMO biological agents including 

review, approval and receipt processes require improvement 

(Finding 2.2)

✓ A sample storage database is currently 

used by one of the case study schools 

and is in development within another 

case study school.

! Storage and Registers of non-GMO 

biological agents are not consistently in 

line with UNSW policies and procedures

(Finding 2.3)

Sample School Compliance Testing Results
School of Biological, Earth and 

Environmental Sciences

School of Biotechnology and Biosciences

School of Medical Sciences 

School of Chemical Engineering 

Graduate School of Biomedical Engineering 

The Kirby Institute 
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Summary of Findings

Below is a summary of the three moderate-rated findings

• 2.1 The University is currently unable to confirm the extent of non-GMO biological 

agents on-site; 

• 2.2 Controls for the acquisition of non-GMO biological agents including review and 

approval processes are not consistently in line with UNSW policies and procedures;

• 2.3 Storage and Registers of non-GMO biological agents are not consistently in line 

with UNSW policies and procedures;

Management awareness of findings

Management were aware of all issues identified within this Internal Audit report.

Biosecurity and Biological Agents Internal Audit - Final
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1. Executive Summary

Summary of Soft Controls Analysis

A soft controls root cause analysis has been performed to identify the behavioural drivers relating to each finding contained in this report. The diagram below provides a summary of the

root cause/s of behaviour identified for the noted observations which requires management focus. By addressing the behavioural root cause, the overall quality of the soft controls

environment will be improved.

Commitment 
Do employees feel 

motivated and 
engaged to follow 

the rules?

Clarity
Are rules, procedures and 
desired behaviour clear?

Cultural
drivers 

Role Modelling 
Do managers set a 

good example?

Achievability 
Are activities/targets 

realistic?
Discussability 

Do people feel comfortable to 
voice their opinion, raise issues 

and discuss dilemmas?

Accountability 
Are people being 

held accountable by 
others in the 

organization for 
misconduct?

Enforcement 
Is desired behaviour 

rewarded and 
undesirable 
behaviour 

sanctioned?

Transparency 
Are people’s behaviours visible 

to others?

7

✓ Some Heads of School are openly role modelling the 

importance of WH&S practices and the appropriate 

management of research. There has been a focus in some 

schools in establishing a more open culture in relation to 

research WH&S, especially regarding PHD students 

whereby one school is establishing a program to better 

support PHD students in executing WH&S processes. 

✓ Faculty WH&S representatives are focused on 

raising issues regarding process improvements 

and non-compliance.

! The University is currently unable to confirm the 

extent of non-GMO biological agents on-site (Finding 

2.1) 

Priority has been placed on establishing processes and 

governance mechanisms for research areas that have key 

legislative requirements (e.g. Approved Arrangements under 

the Biosecurity Act 2015 and Gene Technology).

! Controls for the acquisition of non-GMO biological agents 

including review and approval processes are not consistently in 

line with UNSW policies and procedures (Finding 2.2) 

There is a lack of clarity amongst HoS regarding their key responsibilities 

within the Biosafety Policy.

! Storage and Registers of non-GMO biological agents 

are not consistently in line with UNSW policies and 

procedures (Finding 2.3)

There is currently limited capacity in the WH&S and RECS 

team to further increase and expand the current monitoring 

of facilities.

Biosecurity and Biological Agents Internal Audit - Final
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2.1  The University is currently unable to confirm the extent of non-GMO biological agents on-site Management aware of finding
Moderate

Substantial/Possible/

Immediate

Outlined in the AS/NZS Standard 2243.3, the appropriate undertaking and review of risk 

assessments prior to work with biological matters is considered a key requirement. Despite 

the Australian Standards not being governed by legislation, the requirements are recognised 

under common law for microbiological safety practice. 

The University is currently unable to confirm the extent of non-GMO biological agents on-

site (excluding the PC3 facility within The Kirby Institute) due to a lack of visibility over the 

current holdings of non-GMO biological material stored within UNSW laboratories. 

Specifically, Internal Audit notes that current processes don’t allow for a central view of 

acquisitions, usage and storage of biological agents. Refer to finding 2.2 and 2.3 for further 

details. 

Without visibility, an appropriate review of risk cannot be completed and the current risk 

exposure to the University is not fully known. 

Soft Controls Root Cause:

Commitment – Priority has been placed on establishing processes and governance 

mechanisms for research areas that have key legislative requirements (e.g. Approved 

Arrangements under the Biosecurity Act 2015 and Gene Technology).

Why is this important?

As the current risk exposure for UNSW is unknown, UNSW may not have identified or be 

mitigating key risks that may lead to loss of the Approved Arrangement license including:

• Breaches of legislative requirements including the Biosecurity Act 2015 and the Work 

Health Safety Act 2011

• Inability to demonstrate obligations in accordance with key Acts

• Increased incidents as a result of inadequate safety and risk management controls.

The University currently holds one Approved Arrangement license and, if compromised, the 

University will be unable to hold biological agents requiring quarantine.

[R1] Moderate

A) UNSW Safety and Wellbeing will update current policy and procedural 

requirements to ensure all materials are registered (excluding SSBA’s monitored by 

RECS) and communicate to Heads of School the responsibility of all laboratories to 

regularly undertake inventory checks and to maintain a complete register of all 

substances stored within each laboratory. 

Responsibility: Adam Janssen, Senior Manager, Health Safety and Environment 

Completion Date: 30 September 2020

B) Develop a plan to undertake a University wide  risk based inventory exercise to 

take stock of all the biological materials (and related import permits, where applicable) 

being stored within each laboratory. 

HOS will be required to coordinate the undertaking of an inventory exercise with 

relevant laboratory registers updated. Outcomes of the stocktake will be endorsed by 

HOS and will be provided to the Biosafety Coordinator for central storage. Findings 

and exposures are to be reported to relevant areas for inclusion in their respective risk 

profiles.

Inventory stocktake guidelines will also be developed to ensure consistency across 

facilities. 

Responsibility: Adam Janssen, Senior Manager, Health Safety and Environment 

Completion Date: 30 September 2020

C) The outcomes of the stocktake (Refer to R1-B) the risk profiles of DVCR, RECS, 

WHS and schools will be verified to ensure they reflect the level of risk exposure as 

informed by the outcomes of the inventory exercise. 

Responsibility: Trudy Devitre, Director Risk Management with support from Adam 

Janssen, Senior Manager, Health Safety and Environment and Ted Rohr, Director 

Research Ethics and Compliance Support

Completion Date: 31 March 2021

Biosecurity and Biological Agents Internal Audit - Final
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2.2  Controls for the acquisition of non-GMO biological agents including review and approval processes are 

not consistently in line with UNSW policies and procedures
Management aware of finding

Moderate
Substantial/ 

Possible

/Immediate

Review and approval

Under the UNSW Biosafety Procedure the Head of School (HoS) is responsible for ensuring 

research and teaching utilising biological agents is appropriately approved per table 1, listed 

below:

• Microorganism Risk Group 1 – 2 – Approval by HoS/Supervisor.

• Microorganism Risk Group 3 – 4 – Approval by HoS, UNSW GTRC and DVC(R).

• Import or Export of Biological Material – HoS and Department of Agriculture, Fisheries 

and Forestry (DAFF) 

Note: DAFF is identified as approver for biological imports within the current procedure, 

however DAWE were appointed as Biosecurity administrators in 2013. 

At the six schools sampled (one laboratory within each School):

• Evidence of the appropriate approval of research using non-GMO biological products 

prior to procurement could not be obtained for five schools and five HoS advised they do 

not undertake this process.

• Research using non-GMO agents within the PC3 laboratory are required to notify the 

laboratory manager, however the HoS does not provide formal approval. 

• Researchers are responsible for applying for import permits in one school and 

researchers are responsible for ensuring appropriate use of general import permits in 

five schools.

• Compliance with import permits and conditions is the responsibility of researchers in all 

schools without a mechanism to monitor compliance.

Additionally, the GTRC does not include biosecurity and biosafety in its Terms of Reference 

(ToR) and therefore this level of approval is not in place. 

In the absence of preventative review and approval controls, the University may be unaware 

of  how key risks are being appropriately managed. As an example, Internal Audit was 

notified of an incident relating to the exposure of a student to a non-GMO substance which 

caused serious health concerns. The use of the substance was ordinarily considered ‘low 

risk’ through standard procedures, however the student utilised the substance using a ‘high 

risk’ method which caused exposure. 

Soft Controls Root Cause:

Clarity – There is a lack of clarity amongst HoS regarding their key responsibilities within 

the Biosafety Policy.

Why is this important?

Without effective controls in place to manage acquisition of biological agents, UNSW is 

unable to confirm what biological agents are being procured, received and assess the risks 

associated with holding them on-site and associated usage.

[R2] Moderate

A) The current review and approval processes will be reviewed, amended and 

documented to ensure a holistic, practical, risk based approval approach for all 

research and teaching involving the use and management of non-GMO biological 

material is undertaken as part of the updated of the policies and procedures. 

Responsibility: Adam Janssen, Senior Manager, Health Safety and Environment with 

support and input from Ted Rohr, Director Research Ethics and Compliance Support 

and Trudy Devitre, Director Risk Management 

Completion Date: 30 September 2020

B) Communicate the revised review and approval process requirements to all HoS 

Responsibility: Adam Janssen, Senior Manager, Health Safety and Environment with 

support and input from Ted Rohr, Director Research Ethics and Compliance Support

Completion Date: 30 September 2020

C) Following the undertaking of the inventory exercise (Ref to [R1-B], UNSW will 

conduct a review to determine if a new governance mechanism is required to provide 

oversight over research and teaching relating to the use of biological materials and 

compliance with relevant policies and processes. 

Responsibility: Adam Janssen, Senior Manager, Health Safety and Environment with 

support and input from Ted Rohr, Director Research Ethics and Compliance Support

Completion Date: 31 March 2021

Biosecurity and Biological Agents Internal Audit - Final



2.3 Storage and Registers of non-GMO biological agents are not consistently in line with UNSW policies and 

procedures

Management aware of finding Moderate
Medium / Likely

/Immediate

Storage and Registers of biological material

There was an inability to validate that procured biological agents are stored and used in 

accordance with import permits, legislative requirements and standards at the 5 Schools 

sampled. This was due to:

• Complete registers of stored biological agents were not always complete as required 

within the Biosafety Policy (excluding the PC3 laboratory within The Kirby Institute).

• Registers are required to be provided to the Biosafety Coordinator however this does 

not always occur.

• There is a reliance on researchers and supervisors to complete registers or notify 

Laboratory Technical Staff on amendments required to the registers, without robust 

mechanisms to ensure compliance and accuracy (excluding the PC3 laboratory within 

The Kirby Institute). 

• Instances of cold storage samples were sighted without labels within the PC2 

laboratories, impacting the identification of the owner, contents or expiration date.

• RECS are reliant on the Principle Researchers notifying them of any quarantine facility 

requirements which may not always occur.

Inspections of facilities are performed by the WH&S team, however these are ad-hoc and 

records of inspections undertaken do not include 3 of the Schools sampled.

Additionally, DAWE conducts inspections annually on AA facilities however these 

inspections are focused on the physical premises, storage and disposal but do not 

consistently cover how items are being used. It is acknowledged that RECS are intending to 

compliment DAWE inspections by reviewing the management of goods within the laboratory 

to ensure a complete inspection of all AA facilities.

Soft Controls Root Cause:

Achievability – There is currently limited capacity in the WH&S and RECS team to further 

increase and expand the current monitoring of facilities.

Why is this important?

There is a risk that biological agents are inappropriately handled and stored on campus, 

resulting in exposure impacting the health of the UNSW staff and broader community and 

potentially Australia’s agriculture environment. 

[R3] Moderate – As part of the revised procedure (refer to Finding 2.2), the Head of 

School’s will be required to ensure up-to-date registers are provided to the Biosafety 

Coordinator on a half-yearly basis (risk based). 

Responsibility: Aaron Magner, Director UNSW Safety and Wellbeing supported by 

Ted Rohr, Director Research Ethics and Compliance Support

Completion Date: 30 September 2020

[R4] Moderate – Management will define, as part of the process updated in Finding 

2.3, the requirement for risk based, regular and/or periodic inspections on facilities to 

ensure compliance with WH&S legislation and AS/NZS Standard 2243.3 

requirements. The process will require the following: 

• Audits to be conducted on non OGTR certified and DAWE regulated facilities 

within a defined time period and based on risk, including consideration of different 

audit types, for example self declaration, health check or full detailed inspection; 

and

• Outcomes of audits will be articulated in a report which includes root cause 

analysis and presented to an appropriate governance mechanism (including  

reporting on the closure of actions as a standing agenda item of the Committee). 

In determining a three-year audit plan, resource requirements, consideration of 

responsible stakeholders and potential constraints will be articulated and presented to 

the Division of Research and WH&S leadership to ensure adequate resourcing is 

allocated to the undertaking of the audit plan. Additionally, where facilities will not be 

included as part of the audit plan reasoning will be documented.

Responsibility: Aaron Magner, Director UNSW Safety and Wellbeing

Completion Date: 30 September 2020

Opportunity for Improvement – Management might find it useful to investigate the 

use of a Bioagents Inventory Management System (i.e. Jagger) which would restrict 

the ability to apply for an import permits and procure biological material without 

appropriate approval and will maintain and inventory of goods. 

2. Detailed Findings & Agreed Management Actions
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2.4  The current Biosafety Procedure does not define responsibilities for all processes and is not in line with 

legislation, regulations and standards

Management aware of finding Minor
Medium/Possible

/Short Term

On review of the Biosafety Procedure, the following was noted: 

1. There are missing elements within the procedure, including: 

• Biosecurity compliance management processes (as required in the Biosecurity Act), 

including inspections, audits and fit-and-proper person tests have not been defined. 

• Processes relating to spills are not embedded within the current procedures.

• There is no or outdated references to the Biosecurity Act 2015, Quarantine Act 1908 

and DAWE.

• Roles and responsibilities of WH&S and RECS are managed through a Service Level 

Agreement (SLA) however this is not articulated within the current procedure.

• Responsibilities have not been specifically articulated for Researchers, the Biosafety 

Coordinator, laboratory and general staff and students.

2. Broader UNSW policies and procedures which compliment processes for managing 

biological agents aren’t linked, including:  

• Information on the application of import permits and the use of approved arrangements 

is located on the RECS intranet but not referenced in policy documentation.

• Policies relating to immunisations, protective equipment, disposal and signage, exist in 

isolation of the Biosafety Procedure.

• Processes relating to incident management do not reference broader UNSW incident 

management processes.

It is noted that the procedure is dated 2016 and was due for review in March 2019, however 

this has not yet occurred. In considering better practice procedures, Internal Audit would 

suggest a combined Biosafety and Biosecurity Manual which clearly aligns UNSW 

processes with legislation/standards, together with mechanisms to facilitate and monitor 

compliance. Refer to Appendix E for a suggested table of contents, as an example for 

consideration. 

Why is this important?

• The University is unable to confidently ensure that UNSW processes are aligned with 

legislative requirements, potentially resulting in breaches to legislation; and 

• In the instance of an incident or non-compliance, the University is unable to demonstrate 

that a clearly documented end-to-end processes is available to staff to reference.

[R5] Minor –

A) Update the Biosafety Procedure to be in accordance with the Biosecurity Act, 

WH&S Act and AS/NZS Standard 2243.3 (including approval, sourcing and 

procurement through to disposal and relevant roles and responsibilities) and ensure 

the design of the procedure considers the end-user in mind. The revised procedure 

will cover the end-to-end process, referencing both biosafety and biosecurity and 

related policies and procedures. Process maps and approval flows will also be 

included to clearly provide direction. The revised process will be communicated and 

training on responsibilities will be embedded within specific training programs, 

including the PC2 laboratory training. The process will also be made available on both 

the WH&S and RECS intranet sites. 

Responsibility: Adam Janssen, Senior Manager, Health Safety and Environment 

supported by Ted Rohr, Director Research Ethics and Compliance Support

Completion Date: 30 September 2021

B) Highlight specific obligations that arise under the Biosecurity Act 2015 (Cth) to 

ensure that the appropriate University Compliance Owner is assigned to each 

obligation (in accordance with the Legislative Compliance Procedure), and ensure that 

each obligation is recorded in the University’s Legislation Register.

Responsibility: Paul Serov, Compliance Manager with support and input from Adam 

Janssen, Senior Manager, Health Safety and Environment and Ted Rohr, Director 

Research Ethics and Compliance Support.

Completion Date: 30 September 2021

C) University Compliance Owners assigned to obligations under the Biosecurity Act 

2015 (Cth) (as agreed in action B) to update existing internal controls (eg. Biosafety 

Procedure) and establish new internal controls necessary to effectively manage the 

obligation and give assurance under the existing legislative compliance certification 

program (in accordance with the Legislative Compliance Procedure). This will include 

the requirements for annual compliance declarations to be completed for key roles 

within the revised procedure (i.e. Principle Researchers, HoS etc.) to specify 

compliance with biosecurity and biosafety responsibilities to the relevant Compliance 

Owner.

Responsibility: University Compliance Owners assigned to obligations under the 

Biosecurity Act 2015 (Cth) – As assigned in action R5-B.

Completion Date: 30 September 2021
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2.5 Biosafety training and awareness is not standardised and is incomplete, increasing the risk of incidents 

and inappropriate use of equipment and materials

Management aware of finding Minor
Medium/Possible

/Short Term

Biosafety training and education programs are executed at a local school level with varying 

levels of training requirements noted, as follows, across the 5 sample schools:

• Users in 1 of the 5 schools are required to provide evidence of ‘Biosafety Awareness for

working in PC2 facilities’ training completion as well as signatures from their laboratory

space manager, their supervisor and the laboratory technical manager before a request

is submitted for swipe card access into the laboratory;

• Another school allowed users to work in a laboratory without completion of the

‘Biosafety Awareness for working in PC2 facilities’ training, provided they were

accompanied by a supervisor who was working side by side on the same bench,

however, this is not always monitored; and

• ‘Biosafety Awareness for working in PC2 facilities’ training can be provided up to three

months after users have worked in a laboratory for three of four schools.

Furthermore, the ‘Biosafety Awareness for working in PC2 facilities’ training is presented by

the Biosafety Coordinator from the UNSW WH&S team and this training is focused on

raising compliance awareness with the AS/NZS Standard 2243.3 rather than standard

laboratory operating procedures which could result in poor laboratory techniques and

misuse of equipment.

In line with better practice, Internal Audit notes that 1 of the 5 schools is piloting a

competency-based training approach, where students must demonstrate their ability to

perform key tasks correctly before moving on to the next training module.

Why is this important?

In the absence of standardised training requirements, researchers and students accessing

laboratories may not have the appropriate level of skill and knowledge needed to identify

and manage key risks and use equipment and materials in a safe manner. This may

potentially result in WH&S incidents or non-compliance with key legislative requirements.

[R6] Minor – Following the establishment of the revised procedure and process (Refer 

to R5), the University will undertake a training needs analysis and develop a training 

matrix which identifies role specific and risk based mandatory research related training 

requirements to be completed by all staff and students. It will be the responsibility of 

all HOS to ensure training delivery is in accordance with the developed training matrix.

The training analysis should require certification of successful completion to be 

provided to an appropriate governance mechanism once staff and students have 

received a 100% pass on the competency assessment.

As part of establishing training requirements consideration will be given to laboratory 

access restrictions based on the completion of training requirements.

Responsibility: Aaron Magner, Director UNSW Safety and Wellbeing with support 

and input from Ted Rohr, Director Research Ethics and Compliance Support

Completion Date: 30 September 2021
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The table below outlines the Biosafety Legislation, Standards and Related Codes of Practice that should be followed.  
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Biosafety

Insert Insert

EMHoS WH&SRECS

Insert

Local Training + Lab Access 

Register of import permits & 
inventory

Annual Compliance Certification 

Maintain Lab Equipment

Sample Management 

Reporting of breaches relating to 
non-compliance / research ethics 

Applications for AAs

Providing Annual 
Compliance Certification 

Auditing of AA Facilities 

Incident Management 
relating to non-compliance 
/ research ethics 

Reporting of WH&S 
incidents

Training & Awareness of 
AUS/NZ 2243.2010 Part 3

Task Force Auditing of non 
AA Facilities 

Incident Management 
relating to non-compliance 
/ research ethics 

Disposal & Collection 

Maintenance of Building 
Management System 
(BMS)

?
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The table below outlines key responsibilities in the management of biosafety and biosecurity across the UNSW.
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Lab Type Div/Fac Name Building Name Total

PC1

DVC (Research) Lowy Cancer Research Centre 1

Faculty of Engineering Science & Engineering (SEB) 8

Faculty of Science Rupert Myers 2

PC1 Total 11

PC2

DVC (Research) Lowy Cancer Research Centre 14

Science & Engineering (SEB) 1

Wallace Wurth 2

Faculty of Engineering Chemical Sciences 4

Hilmer Building 1

Science & Engineering (SEB) 5

Tyree Energy Technologies Building (TETB) 1

Faculty of Medicine Lowy Cancer Research Centre 75

Research and Education Centre 1

Shared Health Research & Education Campus 1

Wallace Wurth 49

Faculty of Science Biological Sciences - North 7

Mathews 1

Rupert Myers 2

Science & Engineering (SEB) 1

PC2 Total 165

PC3
Faculty of Medicine 

(The Kirby Institute)
Wallace Wurth 1

PC3 Total 1

Grand Total 177

UNSW Laboratories – PC1, PC2 and PC3

Containment 

Level
AA Class School Building Name Total

BC1

5.11, 5.12
Clinical Sciences Building, 

Prince of Wales Hospital
1

5.11, 5.12

Biological 

Resources Centre 

(BRC)

St George Hospital Research 

Institute 
4

5.11 BEES Biological Science - South 1

5.12 BRC R2 Building, Randwick Campus 5

BC1 Total 11

BC2

5.2
Chemical 

Engineering

Science and Engineering 

Building
1

5.2 SoMs Lowy Cancer Research Centre 1

5.2 BABS Biological Sciences – South 1

BABS Biological Sciences – North 1

BC2 Total 4

NA 7.5 BRC Wallace Wurth Building 1

Grand Total 16

UNSW Approved Arrangement – BC1 and BC2

Biosecurity and Biological Agents Internal Audit - Final

The tables below outline the total number of laboratories and Approved Arrangements registered within ARCHIBUS (UNSW’s enterprise facilities management system). 

It is noted that the details within ARCHIBUS may not reflect the current total number of laboratories and Approved Arrangements as advised by Senior Manager, Health 

and Safety. 



Appendix D – Better Practice Considerations

16

The table below outlines Biosafety and Biosecurity best practice across Australian universities.  

Biosafety Task UNSW Process Best Practice 

Application of Import 

Permits

Researchers are unable to apply for import permits directly through the Department of Agriculture Water Resources and the ability to submit an 

application on BICON is restricted and linked through an Electronic Inventory Management System. 

For all ongoing projects that have been approved by the Institutional Biosafety Committee, investigators must complete:

Annual Progress reports during the life of the project and a final report is to be completed on completion of the project.

Applications for storage of biological agents must be made before expiry of the current IBC project approval.

Annual Reports for all IBC projects are due by mid-December each year. 

A central register is maintained with all import permits that have been issued to the University at both the University level and the local level.

An inventory list of all agents utilised by each department that it uses, handles or stores is maintained at the local level. 

Incident Reporting

All biohazardous incidents (and near misses) or non-compliant (or suspected non-compliant) incidents involving regulated biologicals must be 

immediately reported to the IBC. 

The committee will formally investigate and seek a written explanation of the incident from the relevant persons using the IBC Incident Report Form.

Facility Audits

All facilities should be inspected at least annually to ensure its containment requirement still complies with Australian Standards 2243.3:2010. Root 

cause analysis completed for all instances of non-compliance identified. Facility managers will work to remediate any corrective actions arising from 

the audits, however, will provide status to the IBC if requested. In cases of repeated instances of non-compliance, the audit frequency may increase. 

Risk Management Assessment must be completed and approved for all actitives that involve biological agents. Risk Assessments must be reviewed 

a) Each time changes are made to the task, procedure; or equipment;

b) Following an incident that involved the use of biologicals and/or animals; or

c) At least every 3 years.

Safe Work Instructions (SWIs) and Standard Operating Procedures (SOPs) should outline the safe way to undertake a task and may be developed for 

techniques, processes and equipment to minimise any risk to individuals when working with biohazardous materials.

Regular maintenance will be performed on laboratory equipment as per manufacturer standards and guidelines. Repairs will be scheduled on as  

needed basis. 

A register of maintenance and inspection requirements for laboratory equipment is maintained. 

Sample Inventory Management/Classification System has been implemented to ensure value/risk classification, contents, owner and expiry date are all 

clearly identifiable. 

Disposal
Hazardous waste collection and disposal must be environmentally responsible and comply with Federal and State legislation and any other regulatory 

requirements. All records in regard to waste transportation, facility receipt and disposal are to be retained for 5 years.

Biosafety Applications are required to be submitted for all research or teaching that involves the use of biological material. Work is prohibited to 

commence before the application is reviewed and approved by the Institutional Biosafety Committee (IBC). Low risk projects (work involving biological 

material unlikely to cause human or animal disease or harm the environment) require the submission of an application, however, these are treated as a 

notification. This process has been omitted from UNSW’s current research governance and approval processes. 

Storage 

Reporting, Monitoring and 

Compliance Activities: 

Risk Management 

Review of Applications

Key: Not Implemented Fully ImplementedPartially Implemented
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The table below outlines Biosafety and Biosecurity best practice across Australian universities.  

Not Implemented Fully ImplementedPartially ImplementedKey:

Biosafety Task UNSW Process Best Practice 

Mandatory biosafety training is required for anyone working with biological material and access to the laboratory is not provided until all training has 

been completed. This training is delivered through online modules and at the conclusion, users are required to complete an online quiz with a pass 

rate of 100%. The IBC requires a copy of the certificate once training has been successfully completed. Training courses must be refreshed every 

three to five years (depending on the course). 100% pass on the competency assessment is required for successful completion of the course.

1. Organisational Training - Organisational biosafety training is provided by Research Services. 

The following training courses cover legislations and procedures in biosafety:

a) OGTR Compliance – Compulsory for personnel working with GMOs, or within an OGTR certified containment lab.

b) Biosafety Compliance – Compulsory for personnel working with biological risk group agents, or within containment labs.

c) Import, Export Transport and Packaging of Biological Material – Compulsory for personnel working with quarantined goods or importing, exporting or 

transporting biological material.

d) Biosafety Cabinet training – Compulsory for personnel using a biosafety cabinet.

e) Autoclave training – Compulsory for personnel using an autoclave.

f) Biosafety Spills Training – Recommended for personnel working with biological hazards, or within a biological containment lab.

2. Lab Specific - Lab-specific training is provided by the area lab technician and authorised trainers. A record of training is maintained by the Lab 

Technical Manager, and may be audited by the IBC at any time. Personnel must indicate to the certification holder that they understand their training 

by signing the training declaration. NB: The Biosafety Team has prepared a number of Lab Safety Guidelines & Checklists to assist in training. 

Compulsory for personal entering the lab including environmental services, engineering, security, IT and administrative personnel. Training must be 

arranged prior to commencing work in the lab with the area technician. Topics Include:

a) General lab induction

b) Operational procedures

c) Lab safety rules

d) Emergency procedures

e) Procedures for handling and disposal of waste

f) Location of emergency stations and protective equipment

g) Specific lab induction - High risk areas (e.g. tissue culture labs & animal houses) have specific induction processes where personnel are trained by 

an authorised trainer to use the facility.

h) Specific equipment induction - An equipment specific training program must be in place in every laboratory (e.g. centrifuge, autoclave, BSC II 

cabinet etc..). Personnel must be trained by an authorised trainer before they use any equipment.

3. Project Specific - It is the responsibility of the project supervisor/subject coordinator to:

a) ensure personnel under their supervision attend the required safety training appropriate for the work performed

b) ensure that all staff/students are aware and compliant with the relevant OGTR regulations and biosafety guidelines in relation to using biohazards 

agents and GMOs in their particular projects train (or organise the training of) staff/students in project specific activities assess the competency of 

staff in project-specific activities.

c) Training records must be maintained by the primary investigator and may be requested by the IBC at any time.

Training & Awareness
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The table below outlines key definitions and acronyms used in relation to biosafety and biological agent management.  
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Overall Report Rating

Immediate 

Attention Required

The risks associated with the control issues identified indicate that there are significant gaps in the 

control environment and design of controls. This will severely impact the achievement of process 

objectives and presents a major risk to the area under review. Issues identified require immediate 

management attention.

Fundamental 

Improvements are 

Required

Isolated high and/or moderate control issues have been identified where internal controls may not be 

appropriately designed or operating effectively. This represents a risk that some key process 

objectives may not be achieved and will require short term remediation action from management to 

ensure that risks are appropriately managed.

Some 

Improvement 

Required

Adequate control environment in most areas.  Isolated moderate and/or minor control issues have 

been identified which may require remediation action from management to ensure that risks are 

appropriately managed.

Satisfactory
Satisfactory control environment. Only isolated minor and/or low issues have been identified which 

require corrective action. 

Not Rated

Applies to focused reviews where a rating may not be representative of the overall control 

environment; high level or specific reviews where only a small section of an area/process is examined; 

and investigations which are not rated.

Issue Risk 

Ratings
Assessment of Issue Velocity

Suggested 

Resolution 

Timeframe

Very High

The issue identified is severe and exposes the University to an unacceptable 

level of risk. The issue reflects a poorly controlled process/entity where non-

achievement of key objectives is likely or almost certain. Immediate 

management action and escalation of the issue is required to manage 

associated risks related to a process/area of operation.

Immediate

Short Term

Long Term

3 months

3 months

6 months

High

The issue identified is critical to a process and exposes the University to a 

high level of risk. The current control environment is not adequate to manage 

the risk concerned, where key controls are either absent or not operating 

reliably and effectively. It is likely to impact the achievement of key objectives 

of a process/area of operation.

Immediate

Short Term

Long Term

3 months

3 months

6 months

Moderate

The issue identified is an important part of the overall controls framework to 

effectively manage risks associated with a process/area of operation. The 

controls need to be working effectively to ensure that the right level or 

balance of controls is in place. 

Immediate

Short Term

Long Term

6 months

6 months

12 months

Minor

The issue identified represents isolated control gaps or deficiencies which do 

not threaten the achievement of objectives in a process/area of operation. 

These issues, if left unaddressed in the long term, may result in potential 

deterioration of the control environment or lead to systemic breakdown of 

controls.

All Velocities 18 months

Low

The issue identified represents isolated irregularities in the effectiveness of 

existing controls which can be addressed through business as usual 

management activities. There is no impact to objectives in a process/area of 

operation.

All Velocities 18 months

Opportunity for 

Improvement
Opportunities to improve operations that do not have a control implication. N/A N/A

UNSW Risk Management Framework

Below are the University’s risk rating matrix and the relevant definitions.

Likelihood Description

Almost Certain Expected (90+% chance) to occur in most circumstances.

Likely Will probably occur (61-90% chance) i.e. More likely to occur than not.

Possible Possible occurrence (21-60% chance).

Unlikely Remote chance of occurring (1-20% chance).

Rare May occur in exceptional circumstances (<1% chance).

Likelihood

The likelihood rating indicates the potential for an occurrence.

Velocity

The velocity rating identified the potential speed at which the impact will

materialise and impact the University.

Velocity Description

Immediate
The impact of the risk will affect the University’s operations, its reputation 

and/or ability to operate immediately.

Short Term

The impact of the risk will take up to six months to be realised and thus 

provides some lead time to convene a working party to prepare for and 

manage the expected impact.

Long Term

The impact of the risk will take over six months to be realised and provides 

substantial lead time to establish a working team to plan and execute 

mitigation activities to manage the expected impact.
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Risk Consequence
The consequence table defines the nature of a potential impact that results from a risk being realised. The rating is determined by the highest rated impact irrespective

of impact type.
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